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1.0

11

INTRODUCTION

The purpose of thidational Certification Test PlaTest Pan) is to document thprocedires that Wyle
Laboratories Inc., will follow to perform certification testing oElection Systems and Software (ES&S)
Unity 5.0.0.0 Systemto the requirements set forth for voting systems in th®. Election Assistance
Commission (EACR005 Voluntary \ting System Guideline2Q05VVSG). The Unity 5.0.0.0 Systerhas
been submitted to Wyleaboratories Inc., for testing to theEAC 2005 VVSG. Prior to submitting the
system for certification testindzS&S submittedan application to theEAC for certification of theUnity
5.0.0.0to the requirements of tHeAC 2005 VVSG

At test conclusion,hte results of all testing performed as part of thisdastpaignwill be submitted to the
EAC in the form of a final report.

References

The documents listed belv wereused in thedevelopment of the Test Pland areutilized to perform
certification testing

9 Election Assistance Commission 2005 Voluntary Voting System Guidelines, VoJumeslon 1.0
ivoting System Perdnd Vaume i, &/ersibiuliodieNlait n eosnda,l Certi
Testing Guidelineso, dated December 2005

1 Election Assistance Commission Testing and Certification Program Manual, Version 1.0, effective
date January 1, 2007

9 Election Assistance Commission Voting System Tesboratory Proggm Manual, Version 1.0,
effective date July 2008

f National Voluntary Laboratory Accreditation Pr
Procedures and Gener al Requirements (NIST Hand

1 National Voluntary Laboratory Accredtion Program NIST Handbook 1£&2, 2008 Edition,
AVoting System Test-RPRApgpo( NdISTedaMdpo®RR0O&50

f United States 107Congress Help America Vote Act (HAVA) of 2002 (Public Law 252), dated
October 2002

T Wyl e Laboratori BacdmenlseEMO O G, dé@Wyhes Laboratorie
for Performing Electromagneti €@©0RMt e MifTersd n cPer o(cl
Testing and Documentation of Radiated and Conducted Emissions Performed on Commercial
Productso

WyleLabad at ori es®6 Quality Assurdance Program Manual

ANSI/NCSL 75401 , AfCal i brati on Labor at &quipreent, Gemechi Me a
Requirementso

ISO 100121 AfQuality Assurance Requirements for Me
EAC Requests for Interpretatiglisted on www.eac.gov)

EAC Notices of Clarification (listed on www.eac.gov)

A listing of the Unity 5.0.0.0 SystenilTechnical Data Package(TDP) documentssubmitted for this
certification test effort is listed in Section 3@eliverable Materials

WYLE LABORATORIES, INC.
Huntsville Facility
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1.0

1.2

INTRODUCTION ( CONTINUED)

Terms and Abbreviations

This subsection defines all terms and abbreviations applicable to the development of this Test Plan.

Table 1-1 Terms and Abbreviations

Term

Abbreviation

Definition

Americans with Disabilities Actfo

ADA is a wideranging civil rights law that prohibitd

1990 ADA u.nder”certain circumstances, discrimination based
disability.

Configuration Management CM

Commercial Off the Shelf COTS
Commission created per the Help America Vote Act

United States Election Assistance] 2002, assigned the responsibility for setting vot

L EAC .

Commission system standards and providing for the voluntary teq
and certification of voting systems.

Election Data Manager EDM Unity EMS data entry component.

. Within the Unity 5.0.0.0 System, the EMS equivalen

Election Management System EMS the Unity Suite.

Election Reporting Manager ERM Unity EMS reporting component.

Election Systems and Software ES&S

Equipment Under Test EUT

. L . Verification of system functiosand combination of

Functional Configurabn Audit FCA functions cited in the

Help AmericaVote Act HAVA Act created by United States Congress in 2002.
Govenment organization created tpromote U.S.

National Institute of Standards ana innovation and ir_1dustrial competitiveness by advqnc

Technology NIST measurement science, st.andards,. and technology in
that enhances economic security and improoes
quality of life.
Review by accredited test laboratory to compaoting
system components submittéat certification testing tg
t he ma n u f tachnical r docudentation, ar

Physical Configuration Audit PCA confirmation the documentation meets natiol
certification requirements. A witnessed build of t
executable system is performed to ensureciwtified
release is built from tested components.

Quality Assurance QA

System Under Test SUT
Manufacturer documentation related to theting

Technical Data Package TDP system required to be submites aprecondition of
certification testing.
Wyle-developed documenthat specifies test item
input specifications, output specification

Test Case Procedure Specificatior] TCPS environmental needs, special procedural requiremg

inter-case dependeies, and all validated test cases t
will be executed during the area under test.

WYLE LABORATORIES, INC.
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1.0 INTRODUCTION ( CONTINUED)
1.2 Terms and Abbreviations(continued)

Table 1-1 Terms and Abbreviations (continued)

Term Abbreviation Definition
Uninterruptible Powr Supply UPS
Unity 5.0.0.0 ballot marking device and AD
component
Published by the EAC, the third iteration of natio
level voting system standards.
Wyle Laboratories, lo. Wyle
Wyle Operating Procedure WoP Wyle Test Method or Test Procedure

Voter Assist Terminal VAT

Voluntary Voting System Guideliney EAC 2005 VVSG

1.3 Testing Responsibilities

Wyle will utilize testing from previous test campaigns performed by EAC accredited &/.STtis section
will detail the testing that is accepte¢y Wyle. All other core and neoore software and hardware
certification testing will be conducted under the guidance of Wyle by personnel véyfigdyle to be
gualified to perform the testing

1.3.1 Project Schedule

This informationis contained in a \We-generated Microsoft Project schedule. This schedule is presented in
Appendix CAES&S Project Schedufe The dates on the schedule are not firm dates but planned estimates
presented for informational purposes.

1.3.1.1 Owner Assignments

This informadion is contained in a Wyle generated Microsoft Project schedule. This schedule is presented in
Appendix CRES&SPr oj ect Schedul eod.

1.31.2 Test Case Development

Wyl e will utilize the AWyl e Baseline HCA)sUWsabiita s es o
and System Integration Tests. These will be augmented with specially designed tesilaiedgo the

ES&S Unity 5.0.0.0 $stem. Wyle has designed specific election definition and test cases for the Operational
Status Check and the Logicnd Accuracy Tests. The ABas asabilyed f u
test cases, and the election definitions are being submitted as part of this test plan package.

1.3.1.3 Test Procedure Development and Validation

Wyle will utilize the Wyle (perating Procedures (WoPs) during the duration of thispregfram These
procedures are validatesdare being submitted as part of the test plan package.

1.3.1.4 Third -Party Tests
Wyle will utilize 3rd party testingo perform the product safety portion the ES&S Unity 5.0.0 system

test campaignWyle will monitor the product safety tests throughout the duration of te§thrgremainder
of the testswvill be conducted at Wyt Bluntsville, Alabamaestfacility.

WYLE LABORATORIES, INC.
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1.0

13

131

INTRODUCTION ( CONTINUED)
Testing Responsibilities (continued)

Project Schedule(continued)

1.3.1.5 EAC and Manufacturer Dependencies

1.4

14.1

This information iscontained m a Wyle-generated Microsoft Project schedule. This schedule is presented in
Appendix CRES&SPr oj ect Schedul eo.

Target of Evaluation Description

The followingsectionsaddress the design methodology and product description tfite5.0.0.0 Systemn
as taken fronthe ES&Stechnical documentation.

System Overview

The ES&S Unity 5.0.0.0 ElectionyStem is a comprehensive suite of vote tabulation equipment and software
solutions providing entb-end election management. The Unity 5.0.0.0 voting system includeteti®sn
management systeroentral tabuler, electronidoallot marking device, prewect ballot tabulatorgand COTS
computing equipment and perighls.

Election Management System

The Unity 50.0.0 Election ManagemenSystemis an application suiteomgised of four components A
Election Data Managet)nity Event LogService ElectionWae, and Election Reporting Manager

ES&S Unity Election Data Manager (EDM) is the entry point for the Unity Election Management System.
Election Data Manager is a singdatry database that stores precinct, office, and candidate informiaditan.
enteredor an initial election is stored to a-useable database to be recalled and edited for all elettiains
follow. Once an election data is configured and merged, Election Data Manager passescelefigoration

files to ElectionWare which useéhese ¢ format andorint ballots, program ballot scanning equipment, and
produce Election Day reports.

Unity Event LogService provides event logging for the ES&S Election Management System. Unity Event
Log Service leverages the Windows Event Viewer, included & standard Windows install, to provide a
full account of all events that occur within the ES&S Election Management System.

ElectionWare generates the ballot formats and election programs u&SEi$yforthe DS200, DS85@&nd

ES&S AutoMARK as well @ the parameter files used to configure ElectReport Manager (ERM).
ElectiorWare imports an election definition file generated in EDM and uses the county and election specific
informationincluded on this file to create ballot formats and election progrused by ES&S ballot marking
equipment and tabulators.

Election Reporting Manager (ERM) generates paper and electronic reports for election workers, candidates,
and the media. Jurisdictions can use a separate ERM installation to display updated &l&ds on a
monitor as ballot data is tabulated, and send results reports directly to media outlets. ERM giinnort
accumulationand combination of ballot results data from all ES&S tabulatérscinct and accumulatji A
totals reports provide a means to @oenodate candidate amdedia requests for totals and are available
upon demandHigh-speed printers are gfigured as part of the system accumulation/reportiatiosis- PC

and related software.

WYLE LABORATORIES, INC.
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1.0

1.4

14.1

INTRODUCTION (CONTINUED)
Target of Evaluation De<ription (continued)
System Overview(continued)

Central Tabulator: DS850

The central tabutar component is the DS850. The DS8B0a highspeed, optical scan central ballot
counter.During scanning, the DS85frints a continuous audit log to adicated audit log printer armhn
print results directly from the scanner to a second connected printer. The scanner savesteesallg and

to results collection media that officials can use to format and print results from a PC rkhetdtign
Reporting ManagerThe DS85Chasan optimum throughput ratd aearly 400 ballots per minute andes
advanced cameras and imaging algorithms to intlagdront and back of a ballot, evaluate the results and
sort ballots into discrete bins to maintain contimsiscanning within fractions of a second.

HARDWARE REVISION 1.000

P

Election Access Code o ;

Photograph 1: DS850

WYLE LABORATORIES, INC.
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1.0

1.4

14.1

INTRODUCTION (CONTINUED)
Target of Evaluation Description (continued)
System Overview(continued)

Electronic Ballot Marking Device: AutoMARK Voter Assist Terminal (VAT)

The electronic ballot marking device component is the ES&B®MARK Voter Assist Terminal (VAT).
The AutoMARKVAT assists voters with disabilitidsy marking optical scaballots.

The AutoMARK VAT includes two user interfacet® accommodate voters wiawe visually or physically
impaired or voters who are more comfortable readingearinginstructions and choices in an alternative
languageThe AutoMARKis equipped with #ouchscreenandkeypad.The touch screen interface incIudQs A
various colors aneéffects toprompt and guide the voter through the ballot marking procEssh keyhas

both Braille and printed text labels designed to indicate function and a related shape to help the voter
determine its use.

Regardless whether the voter uses thehoscreen oother audio interface, changes can easily be made
throughoutthe voting process by simply navigating back to the appropriate screen and selecting the change
or altering selections at the mandatory vote summary screen that closes the béllay session.

Photograph 2 AutoMARK A200 VAT

WYLE LABORATORIES, INC.
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1.0 INTRODUCTION (CONTINUED)
1.4 Target of Evaluation Description (continued)
1.4.1 System Overview(continued)

Presented belovs an intenal picture of the A200. The Printer Engine Board andPtheer Supply Bard
are inside of the unit.

Power Supply Board

Photograph 3 AutoMARK A200 VAT (Internal)

WYLE LABORATORIES, INC.
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1.0 INTRODUCTION (CONTINUED)
1.4 Target of Evaluation Description (continued)

1.4.1 System Overview(continued)

Photograph 4 AutoMARK A100 VAT

WYLE LABORATORIES, INC.
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1.0 INTRODUCTION (CONTINUED)
1.4 Target of Evaluation Description (continued)
1.4.1 System Overview(continued)

Presented belovg an internal picture of the A100. The Printer Engine Board and the Power Supply Board
are on the bwom of the unit behind a metal plate.

Photograph 5 AutoMARK A100 VAT (internal)

WYLE LABORATORIES, INC.
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1.0

1.4

14.1

INTRODUCTION (CONTINUED)
Target of Evaluation Description (continued)
System Overview(continued)

Precinct Ballot Tabulator: DS200

The precinct ballot tabulat componaet is the DS200. The DS208 an optical scan paper balkatoulator
designed for use at the polling place level. After the voter marks a paper ballot, their baBettesd into

the unit and immediately tabulatethe tabulator uses a higiesolution imagescanning device to image the

front andrear of the ballot simultaneously. The resulting ballot images are then decoded by a proprietary
recognition engine.

The system includes a 4@ch touch screen display proiung clear voter feedback and poll worker
messagingOnce a ballot is tabulated and the system updates internal vote counters, the ballot is dropped into
an integratedsecure ballot box. The DS200cludes an internal thermal printer for the printingtioé

printing of zero reports, log reports, and polling place tatptm the official closing of the polls.

MODEL NO. DS200

Ad

ELECTION jl.,!!!!.wmm

INPUT 24V 4 3.344, 80V

intZlectDS200

Photograph 6: DS200(on plastic ballot box)
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1.0 INTRODUCTION (CONTINUED)
1.4 Target of Evaluation Description (continued)

1.4.1 System Oventew (continued)

| ol
0 D01 00T
RECTION BRI AR

INPUT 247 13348 IV WY

Photograph 7 DS200(on metal ballot box)
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1.0 INTRODUCTION (CONTINUED)
1.4 Target of Evaluation Description (continued)

1.4.1 System Overview(continued)

Photograph @ DS200metal ballot box with diverter (internal)
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1.0 INTRODUCTION (CONTINUED)

1.4  Target of Evaluation Description (continued)

1.4.2 Block Diagram

The entire system diagram is presented in Figuraridishows their relationships

Manual
Entry or
Import of
election
data /

ﬂitl

ES&S Event - @
/_> Logging Service v

Election Definition
m,:::fx,m A Audit Reports
S—-
Windows
OS Event ) 7
.BDF, LDF 3 Election ,v
RTF TXT \ Definition }
\ XMLFHes

Windows Event
Viewer Reports

»| ElectionWare
PostgreSQL
Database

Audit ElectionWare

Reports @

( Media Service Paper Ballot
2t [ 5 | l
ERM (w/EQC &
XMLs) < = .. -
Dsgso D850 DS200  DS200 o :D?S
(eac) (lection) (EQC) (Election) 0!

D) 5

ES&S DS200 l @
- ’) : 3 m Ballot Printer
DS200 &
ES&S DS850 (Results) V- -
7 - y
_ =
1 ERN = ES&S AutoMARK

E VAT
ElectionWare

P = SN,
S

Consolidated ) =
Election Results View and Print Ballot Images
and Summary Reports

o —
DS850 X
(Results)

Figure 1-1 System Overview Diagram
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1.0 INTRODUCTION (CONTINUED)
1.4  Target of Evaluation Description (continued)
1.4.3 System Limits

The systemlimits and the ballot target limitthat ES&S has stated to be supported by theity 5.0.0.0
Systemare compiled in the tabsbelow.

Table 1-2 Unity 5.0.0.0SystemLimits 17

_ Limit Value Limiting
(Maximum Number of) Component

Ballot Positions See Table 1.3 Physical Paper
Precincts in Election 9900 ERM
Contests in Election 5200 (1 candidate) ERM
Canddates/Counters in Election | 21,000 ERM
Candidates/Counters in Precinct | 1,000 ERM
Candidates/Counters in Tabulator] 21,000 ERM

Ballot Styles in Election 9900 ERM
Contests in a Ballot Style 165 ERM
Candidates in a Contests 175 ERM

Count for any PrecindElement 65,500

Ballot Styles in a Precinct Precinct ID: 1200, Ballot ID: 5500 | ---

Number ofParties General: 75, Primary: 30 ERM

Vote For in Contest 98 ERM
Supported Languages per Electio| See Section 1.4.4

Number of Writeins Same as CanditaLimits

Table 1-3 Unity 5.0.0.0Ballot Target Limits

Ballot _Size : Positions per Row x Column
(targets per inch (tpi))

8 I x 1106 (4 tpi) 24 Columns< 38= 912/side

8 | x 1106 (5 tpi) 24 Columns 50= 1200/side
8 I x 140 (3 tpi) 24 Columns 41 = 984/side

8 | xtphdo (4 24 Columnx 50= 1200/side
8 I x 140 (5 tpi) 24 Columns 65= 1560/side
8 I x 170 (3 tpi) 24 Columnsc 50=1200/side
8 I x 170 (4 tpi) 24 Columns 62 = 1488/side
8 I x 170 (5 tpi) 24 Columns 81 = 1944/side
8 | X3tph)9 o 24 Columns 56 = 1344/side
8 | x 190 (4 pi) 24 Columnsx 70= 1680/side
8 I x 190 (5 tpi) 24 Columns< 91 = 2184/side

WYLE LABORATORIES, INC.
Huntsville Facility
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1.0

1.4

144

INTRODUCTION (CONTINUED)

Target of Evaluation Description (continued)

Supported Languages

The followinglanguages have been statedH8&Sto be supported bihe Unity 5.0.0.0 System

=

English
Spanish

Chinese

o0 Cantonese (audio)

o0 Mandarin(audio)

Korean
Creole

Russian

1.4.5 Supported Functionality

1.4.6

TheUnity 5.0.0.0is designed to support the following voting vacas:

=A =4 =4 =4 4 4 -4 -4 4 -4 -4

General Election
Closed Primary
Open Primary
Early Voting
Partisan offices
Non-Partisan offices
Write-in voting
StraightTicketvoting
Split Precincts
Ballot Rotation
Vote for N of M
Audio Ballot

As stated in th&ystem Overview document, the Unity 5.0.0.0 System does not include functions for Rank
Choice Voting, Cumulative Voting, or Recall Issues; therefore, testing will not be conducted on these
functions.

VVSG

The Unity 5.0.0.0 Systenwill be tested & all applcableEAC 2005VVSG requirementsPleaserefer to
Appendix A titledii 2 0 0 5
for further reference.

EAC Program Requirements

Matri xo

WYLE LABORATORIES, INC.
Huntsville Facility
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1.0 INTRODUCTION (CONTINUED)
1.4  Target of Evaluation Description (continued)
1.4.7 Beyond VVSG

ES&S hassubmitted hardware test reports for Dust and Rain Tesstee DS200and the AUtMARK VAT

units. These tests were performed for prior state certification testing amsbtapart of this test campaign
These reglts will be submitted in the final test report. This will allow all test data to be compiled into a
single source.

2.0 PRE-CERTIFICATION TESTIN G AND ISSUES

Miscellaneous Pr€ertification testing was performed by iBeta Quality Assurance prior to ES&S
contracting with Wyle to perform testing as the lead VSTLhe specifics of these tests are detailed in
Section 2.1 of this document.

2.1 Evaluation of Prior VSTL T esting

ES&S began the test campaign for the Unity 5.0.0.0 at iBeta Quality Assuranzepé&frmed an initial
baseline high levelTDP review, sourceode review for ERM and DS85COTS source verificatigrand
performed theoperationalstatus checks for the DS8%@rdware testing. Wgl was provided a summary
reportdetailing whatwas perfomed and the discrepancies discovered during tesBega report number
(V)2010-17SER001(A) was provided to Wyle Wyle has received a new TDP submisséomd ERM source
code submission along with all verified COTS software frildata. Wyle will track alldiscrepancies
discovered by iBeta to resolution and complete all further testing where needed.

2.2 Evaluation of Prior Non-VSTL Testing
During the test campaign with iBeta, EMC tegtwas performed on the DS88§ Criterion Technology.

iBeta submittediEMC Quialification Test Report Election Systemsl&oftware Digital Scan Centr@lount
Vote Tabulation System, DS85@{ip Wyle for evaluation for théollowing tests:

A Electrical Power Disturbance

A Electromagnetic Radiati on

A &rbstatic Disruption

A Electrical Power Disturbance

A Electromagnetic Susceptibility
A Electrical Fast Transient

A Lightning Surge

A Conducted RF I mmunity

A Magnetic Fields | mmunity

For details of the hardware qualitative examination performed by Wyle, refer to Sectiomf4thid test
plan.

ES&S also performed usabilitiesting on both the AutoMARK and the DS20BS&S submittedthe
following reports:AES&S AutoMARK(i) Voter Assist Terminal (VAT), Version 1&for the AutoMARK
andfiDS200(i) PrecinctBallot Scanney for the DS20Q Wyle evaluated these repodaddetermind they
are in ISO/IEC 25062 Common Industry Format for Usabiliffhese reports are included for reference in
Appendix E of this test plan.

WYLE LABORATORIES, INC.
Huntsville Facility
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2.0

2.2

221

2.3

231

3.0

3.1

PRE-CERTIFICATION TESTIN G AND ISSUES (CONTINUED)

Evaluation of Prior Non-VSTL Testing (continued)

Reason for Testing and Results

The EMC testing perfoned by Criterion was directed ligeta for an EAC 2005 VVSG test campaitpr

Unity 5.0.0.0.Wyle is accepting the stated tedtased on a review dhe test reportsWyle will be
performingfurther testing on the DS8%ed in Section 4.4 dhis document.

A

The usability testing was performed to meet the requirement of Volume | Section 3.1.1 of the EAC 2005
VVSG. Wyle has evaluated the reports aras lletermined them to be in ISO/IEC 25062 Common Industry
Format for Usability

Known Field Issues
The EAC released a memo documenting issues that have been discovered in the teeldasialtiple

versions of thddS200 This memo includes known fikissues related to tHeS200which is part of the
Unity 5.0.0.0 testing campaigii.his memo is presented in Appendix D

A

Listing of Relevant Issues

All known field issues are relevant toightest campaign and will be evaluateddiepth during est
performance Wyle is aware that the DS20fas two main branches of firmware; versions 1.X.X.X and
versions 2.X.X.X. These two branches are two completely different branches of code that run on two
different operating systemd/ersions 1.X.X.X is thdvranch of code based on the M166de baseVersion

2. X.X.X is a complete ravrite of the firmware from the ground updany of these reported issues may b
present in one version of the firmware and not present in the offiece the Unity 5.0.0.0 cdfitation I
testing does not include the 1.X.X.X branch of firmwangle will perform targeted test cases to insur
these issueg@anot intheversion 2.X.X.X branch of codesing evaluated during this testmpaign.

MATERIALS REQUIRED F OR TESTING

The maerialsrequired for certification testing of tHénity 5.0.0.0 Systenmclude software, hardware, test
materials, and deliverable materitdsenable the test campaign to ocwilt be delivered byES&Sto Wyle.

Software

The tables beloviist the ®ftware the manufacturemust submit for testing. This sectioefthesthe two
types of sftware needed for testing:

1 software used for the testing of hardware, software, telecommunications, securigysiech
integration

9 supporting software required for thest environment (operating systems, compliers, assemblers,
database managersdaany other supporting software

The Unity 5.0.0.0System sftware and firmware submitted foeview is identified in the table belowAll
software listed below will be buaiby Wyle using reviewed source code awil have a MD5 hash made of
the resulting software files or disc images.

WYLE LABORATORIES, INC.
Huntsville Facility
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3.0

3.1

MATERIALS REQUIRED F OR TESTING (CONTINUED)

Software (continued)

Table 3-1 Unity 5.0.0.0 System Software and Firmware

Software and Frmware Language Unity 5.0.0.0 Version
DS850 Ul 850 C++ 2.0.0.0i
DS850 Cong _engine850 C 2.0.0.0i
DS850 MCP 850 C/C++ 2.0.0.0i
Election Report Manager Cobol 8.3.1.0a
CB_Evt.DLL C/C++ 1.0.1.0a
CB_XML.DLL C/C++ 1.0.1.0c
CB_XMLConv.DLL C/C++ 1.1.0.0a
CreateLog.EXE C++ 1.1.0.0a
Election Data Manager C++ 8.3.1.0b
ElectionWare Java 2.1.1.0a
ElectionWarePaperBallot.exe C++ 1.1.1.0a
ERMXMLConvDLL.dll C++ 2.0.0.0d
ERMxmIData.dll C++ 1.0.1.0g
ESSCrypt.dll C++ 2.0.1.0a
EssDecpt.EXE C++ 2.0.1.0a
ESSEvdll C++ 1.1.0.0a
ESSEvtA.dIl C++ 1.1.0.0a
ESSEvtMsg.dll C++ 1.1.0.0a
ESSxml.dll C++ 3.1.0.0a
ESSxmlA.dII C++ 3.1.0.0b
EvtSvc.exe C++ 1.1.0.0a
LogEvent.exe C++ 1.1.0.0a
MFCSharedScource C++ 2.1.0.0e
PBMtoBMP.EXE C++ 1.1.3.0d
ReguUtil.dll C++ 1.1.3.0
RmuCli.exe C++ 1.1.0.0a
RMUDII.dII C++ 1.1.0.0a
RmuSVC.exe C++ 1.1.0.0a
RSACrypto.exe C++ 2.0.1.0a
DS200 C++ 2.3.0.0za
DS200 DS200PresentLayer Java 2.3.0.0za
Mydll.dll C 1.1.3.0a
PowerManagement_Msp4300 C 1.2.4.0b
Scanner_C8051 C 2.14.0.0a
ES&SAUutoMARK Assembler 1.7.1.0a
ES&S AutoMARK C 1.7.1.0a
ES&S AutoMARK C++ 1.7.1.0a
ES&S AutoMARK C# 1.7.1.0a
ES&S AutoMARK VB 1.7.1.0a

WYLE LABORATORIES, INC.
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MATERIALS REQUIRED FOR TESTING (CONTINUED)
Software (continued)
TheUnity 5.0.0.0System includes th@llowing third-party software which has been deliveredH8&S

Table 3-2 Unity 5.0.0.0System Third Party Software Descriptions

Software Product Software Version Filename Hash Value
Microsoft Windows XP, SP3 5.1 Original Disk N/A
Microsoft Windows XPUpdates N/A N/A N/A
Micro Focus RM/COBOL Runtime 11.01 Original Disc N/A
Microsoft Server 2003 R2 Original Disc N/A
Microsoft Server 2003 Updates N/A N/A N/A
Adobe Acrobat Standard 9.0 N/A N/A
AVG Business Edition 9.0 N/A N/A
Microsoft Excel 2003 Office 2003 Original Disc N/A

Table 3-3 Unity 5.0.0.0Third Party Build Software Descriptions

Software Product SoftV\{are Filename SHA1 Hash Value
Version
EMS Build Environment
Macrovision Corp.
InstallShield 2008 14.00.0000 Origind CD N/A
Standalone Build
Microsoft Visual Studio 6.0 Original CD N/A
Microsoft Visual Studio 2005 Original CD N/A
Microsoft Windows
Driver Development Kit | 2600.1106 Original CD N/A
(DDK)
Microsoft Windows XP -
with Service Pack 3 51 Original CD N/A
Apache Software
Foundation 1.7.1 apacheant1.7.1bin.zip a7e8fa7bc2102a8d8df99c64db73c2eae3d8h483
Apache Ant
Apache Software .
Foundation 1.10.0 XalanC_1_10_6win32- 107401bf7c9785ea4be6d20ef93ca263b5593dc
msvc_60.zip
Xalan C++
Apache Software .
Foundation 2.7.0 xercesc_2_7_Gwindows_2000 18872204bfd208971daf993881e331a99ca89fsf
msvc_60.zip
Xerces C++
Boost C++ Libraries 1.34.1 boost_1 34 1.zip 90a10d2e3591fcaa2b8cd10121980133af3eb2ff
Code Synthesis Tools C(
CodeSynthesis XSD
Includes .
3.1.0 xsd3.1.msi aabf2fb2c815e8e1aa94314c08697751d056690b
Apache Software
Foundation
Xerces C++2.8.0

WYLE LABORATORIES, INC.
Huntsville Facility
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3.0

3.1

MATERIALS REQUIRED FOR TESTING (CONTINUED)

Software (continued)

Table 3-3 Unity 5.0.0.0 Third Party Build Software Descriptions (continued)

Software .
Software Product Version Filename SHA1 Hash Value
EMS Build Environment (continued)
Micro FOCUSRM/COBOL | 44 1y, setup.exe b8b2a175511130633d6f10bch2545732944caf8
Development System
Liant WOW Designer 11.01 setup.exe 23a6d81415db51683360dd55e8¢11eb091610c4
Macrovision Corp. installshieldinstallscriptobjects
InstallSheld 2008 14 e ptob) ) 6cb960636c4474277fe12a51ee0d0704ee9246€e0
InstallScript Objects
Microsoft Visual Studio 6'%§fkr\gce VsBsp6.exe 2292437a8967349261c810ae8b456592eeh7662
2005 VS80sp1KB926601X86-
MicrosoftVisual Studio Service P d4b5c73253a7a4f5b4b389f41h94feada7247b57
ENU.exe
Pack 1
Oracle NetBeans 6.5.1 netbeans.5.ml-javase 783¢21b2356h269c4b88909351fabch6ch10911b
windows.exe
Oracle Sun Developer 6 Ufgate
Network (SDN) Java SE Platform: jdk-6u13windowsi586-p.exe 5f50688b2bb3da056eb6430818bd9839b75886df
Development Kit . .
Windows
PostgreSQL Global
Development Group 1.10.0 pgadmin31.10.0.zip 9e0dbabfbc8cfeac0e2fb3d61c248b456b9281fe
pgAdmin 111
PostgreSQL Global
Development Group 8.3.7.1 postgresgB.3.7-1.zip 1e722ed67d3b9eeldfff8e22f21a11c65db71faf
PostgreSQL
Sequiter Software 6.5 Release
CodeBase 3 cb_setup.exe 797ad01a3297fb36chfObd7313d904f1d32714b0
2.0
Platform:
RSA BSA,\‘AFE CypeC | vicrosoft cryptocme2_0win32.pkg 30e9023ee8df38117a959Bdfbebd6fa391eb0
Windows
32-bit
Unknown
Version
RSA BSAFE Packaging| Platform:
Utility Microsoft r_unpack.exe 20271575aebcad4beOaeb23e8d511chd93026a7
Windows
32-bit
InfoZi 2.32 unzip.exe €1652b058195db3f5f754b7ab430652ae04a50b8
nfoZi
P 5.52 zip.exe 55¢5a72010291fca2275b6b497dd0bacl1a60
0.0.0.0
MarshallSoft Linker WSC32.DLL ac0d9b7d7ac30e98af162735bc9e7b1b24c48d23
Rev. 3

WYLE LABORATORIES, INC.
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3.0

3.1

MATERIALS REQUIRED FOR TESTING (CONTINUED)

Software (continued)

Table 3-3 Unity 5.0.0.0 Third Party Build Software Descriptions (catinued)

Visual Studio .NET 2003

Software Product SO“Ware Filename Hash Value
Version
EMS Build Environment (continued)
2'40i4275' asycfilt.dll 72fh4f088c6ac02097b55fh267c76fbf5e0falf?
4'71i146o' COMCAT.DLL €2a409311853ad4608418e790621f04155e55000
6.7.0.8988 COMCT332.0CX 398f64c00b026d1c6d94a6efd180f20c010f5ee9
6.0.84.18 COMDLG32.0CX 34e4213d8bf0e150d3f50ae0bd3f5b328e1105f5
6.0.88.4 MSCOMCT2.0CX c0c55de97f41a24bf50b2d08eb428371bb4a3cce
6.0.88.62 MSCOMCTL.OCX d904d2fa7639c38ffh6e69f1ef779ca1001b8c18
5.143.19 MSVBVM50.DLL 75d05db7085de3222951eaa5fee2b74feaf88el7
Microsoft 6.0.89.64 MSVBVM60.DLL ce82d1ccf593088d09694efo0e44c4ea2761be9?2
icros
6.0.8168.0 MSVCP60.DLL 8770ec0910b7cc9a0461a40dfb495ee7f5b4267b
5.0.0.7022 MSVCRTD.DLL d24d0335eaelcfa63c8a68718b54ce223b&ee9d
2'40:'1_4275' oleaut32.dll 6b58e20b2538ch308091da838710f6aad933a301
5.0.4275.1 olepro32.dll 8adff69050d14a57d7f553ca8978439af188c192
6.0.88.4 RICHTX32.0CX 90fec763edfb0b0924700be6b914292¢c591al152¢
2'40:'1_4275' stdole2.tlb 36f701ccec78a5d218fea23fd@BI0f14cf7d
6.0.81.69 SYSINFO.OCX fc5cd0599a43faebf9e7e9179defh79999215286
6.0.90.43 TABCTL32.0CX e8648d6d69fd5cf900c4bfo8b210f6921bed3ef5
RoboHelp_2000 8.0.131.0 ROBOEX32.DLL 964d83c7f4dedc10241408de04e7d44ch599ef3d
RoboHelp_X5 13'18 -606. wh2robodll 4ff22cf837373459232906078dc1d4d1464598db
Shamir_Optical 1.0.0.0 OpenSaveFile.ocx 47f736752a9894553ec11134bffcd5a4455e29ef
AutoMARK Build Environment
Cosmic Software .
68C08 C Compiler 4.1h Original CD N/A
InstallShield
InstallShield Professiona 144 Original CD N/A
10.5 with Sevice Pack 1
Keil Software .
uVision2 2.40 Original CD N/A
Keil Software
PK51 Professional - . .
Developers Kit AdéOn 7.09 Original 31/2" Floppy Diskette N/A
Disk
Microsoft
Windows XP with Service 5.1 Original CD N/A
Pack 3
Microsoft 7.1.3088 Original CD N/A

WYLE LABORATORIES, INC.
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3.0

3.1

MATERIALS REQUIRED FOR TESTING (CONTINUED)

Software (continued)

Table 3-3 Unity 5.0.0.0 Third Party Build Software Descriptions (continued)

Software Product SO“Ware Filename Hash Value
Version
AutoMARK Build Environment (continued)
Microsoft .
Windows CE 5.00.1400 Original CD N/A
Microsoft
eMbedded Visual C++ | 4.00.0000. Original CD N/A
with Service Pack 4 0
Texas Instruments .
Code Composer Studio 4 2.00.00 Original CD N/A
A”fl';olea“ 3.2.10.0 autoitv3-setup.exe bb913c21b1eeh8a580ea226d0a5241339d752596
Applied Data Systems
XSCALE 4.2 Software | 4.20.0000 | ADS_XSCALE_4 2 SDK.msi 991746a6251¢28fe8b28h439c00565f23603f35€
Development Kit
2004- WinCEPB5604123Product 2a33a1540e25118e9360e7298af7c96da206006f
Cumulative UpdateRollup-Armv4l.msi
2005- WinCEPB56051231Product 331f874c41fd2abe79ddc97ac9a47b91d203bdfo
Cumulative UpdateRollup-Armv4l.msi
2006- WinCEPB560601312006Ma- 884241dd89bd1fda9683fb6d6balaflc82cfob2c
January Armv4l.msi
2006- WinCEPB500602282006M02 4695c80aff3707a1926ec54d0756af3a426d8e0f
February Armv4l.msi
~ Microsoft 2006- | WinCEPB500603312006M03 39dc323h9736441893322fc1b159bc94dd2ec3bs
Windows CE Updates March Armv4l.msi
Microsoft - i
2006 WInCEPB500604302006M04 823c496b55419d3d29cd491f80ffda9729176b89
April Armv4l.msi
2006- May | VINCEPB500605312006M05 29df27801c8bd2a3a68567cfa65e1ff54de8ae63
Armv4l.msi
2006- June| WINCEPB500606302006M06 7421d73ec31cd1e9250e6¢591e14f00a989B8f5
Armv4l.msi
2006- July | WINCEPB500607312006MO% f8ab5055a648ea23a64e3e89ef01688ec9836b5¢
Armv4l.msi
2006- WinCEPB500608312006M08 43b5d5a6f1be643e9dd4af970dc1785188bbe622
August Armv4l.msi
2.0
Platform:
RSA BSAFE Windows
Crypto-C ME Mobile cryptocme2_0-ppc2003.pkg 2c9c870137755c76445df640aebf871434877128
2003 ARM
(32-bit)
Unknown
Version
RSA BSAFE Platform: r_unpack.exe 20271575aebcad4beOaeh23e8d511chd93026a7
Packaging Utility Microsoft
Windows
32-bit

WYLE LABORATORIES, INC.
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3.0

3.1

MATERIALS REQUIRED FOR TESTING (CONTINUED)

Software (continued)

Table 3-3 Unity 5.0.0.0 Third Party Build Software Descriptions (continued)

Software Product SO“Ware Filename Hash Value
Version
AutoMARK Build Environment (continued)

Enounce, Inc 4.0 enresult.h 026f14e00f2ffac65ff78ff219523ec702a8971c
TimeScale Tailor library entypes.h 62f2e746d9e10e33167a8252523e72dc38489¢0f
Note: Files extractéfrom -

the following zip file. tsmiface.h 45e4323d1c24134feald653a116b330474742
File: TSMStrmObj.h d6bd6b1a0c6815c6935¢3f7b5439baasf879491e
tstevc40_ARMVA4I.zip
Hash: .
843083dcddal528aafe77 tstarmv4l.lib 57f18b940f5cd0bf404f3cd10b003db40bfb4e7c
716ceadal6a3a84356
Future Technology Unknown FTD2XX.lib f5¢c94¢2f3f367970c5b342991a8e27b40353¢323
Devices Intl. Ltd.
D2XX WIinCE Driver
Note: Files extracted from
the following zip file.
File: Unknown ftd2XX.h 2d753f2d72fa3adab894b0dbf8c85a97466ec89c
ARM4D2XXDriver.zip
Hash:
be6d74e8a9a038af3fadb
dd30153609621267a9
Zip Utils Unknown unzip.cpp 8cf4379f0dd162e3d3fdb8345badfe0639fd3860
Note:Files etracted from
the followingzip file.
File: zip_utils_srazip .
Hash: Unknown unzip.h 5d6a56bd1daabl1ac05e801b8b5111d4736e88e
17d8fc37a477de0c5e321|
a2b82245bd3de2fael
6.1.0.0 chsrom.dll f3ae8a17d0369d387b8f2ee0a47a76efee2bc2f
eci.dll 7aa1085174b7bce6016c8074297bc6ch40b823df
jpnrom.dll 7557c00e8ace29affdabebddb73f466d0877a866
SpeechWorks korrom.dll 76219d7f9f76{021b4815fa796f80e3cad9e3446
International, Inc. chs.syn ff7c1873b84256¢25da601d70ad280333e5ce167
ETI-Eloquence TTS Sy
Engine enu.sy 3e69875d11e0a53¢39¢211c484ch6520f8d87f25
esm.syn d8037d86e5f677e89eca7834ae47fbd030a043ad|
jpn.syn 99a931e76e6008da9f01b91b4d91c116ece8f7d7
kor.syn f32f8ae286ed278320dbb829df338b97a2c846b5
DS200
Linux From Scratci{LFS) 6.2.5 Ifslivecd-x86-6.2-5.iso b3e3947bf2c3616fa45541c0643a2adfa0618207
Microsoft Windows XP -
with Service Pack 3 51 Onginal CD NIA
IAR Embedded -
Workbench for MPS430 3.40A Original CD N/A

Keil pVision3 3.51 Original CD N/A

Cypress EAJSB Dev Kit 2.31 Original CD N/A
DS850
Linux From ScratcfLFS) | 6.2.5 Ifslivecd-x86-6.2-5.iso b3e3947bf2c3616fa45541c0643a2adfa0618207
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3.0

3.2

MATERIALS REQUIRED F OR TESTING (CONTINUED)
Equipment

This subsection categorizes the equipmenthaufacturehassubmited for testing. Each téslement is

included in the list of the equipment required for testing of that element, including system hardware, general

purpose data processing and communications equipment, and any required test instrumentation.

Every effort ismade to verify thathte COTS equipment has not been modified for Wgle will perform
researchusing the manufacturésvebsite based on the serial and service tag nunfbersach piece of
equipment For PCs, laptops, andrgers, the service tag information is comparethtsystem information
found on each machine. Physieaternal andnternal examination is also performed to the best of Wyd
abilities when the equipmerig easily accessible without the possibility of damage. Hard drives, RA

= Wwn

memory, and other coropents are examined to verify that the components match the information foun
the manufacturersd websites.

Table 3-4 Unity 5.0.0.0 Voting System Equipment Description

Equipment | Manufacturer Version/Model N?J?n”tiler CO(':I'OS_/rl\éon-
Dell Optiplex Processor: Intel Duo Core E7500,2.93 @
PC1 780 Memory: 2x 2GB 1066 Mhz Ram 3T79QM1 COTS
Hard Drive Capacityl60 GB
. Processor: Intel Duo Core E7500,2.93 {
PC2 Dell %Jé'p'ex Memory: 2x 2GB1066 Mhz Ram | 5T790M1 | COTS
Hard Drive Capacityl60 GB
Dell Optiplex Processor: Intel Pentium 4, 3.00 Ghz
PC3 GX520 Memory: 2x 512 MB, 533 Mhz Ram | 7YMP091 COTS
Hard Drive Capacity: 80 GB
Dell Processor: Intel Xeon E5504,2.00/4.8 G
Serverl PowerEdge Memory: 2x 2GB 1066 Mhz Ram 6D6BQM1 COTS
T410 Hard Drive Capacity500 GB
Dell Processor: Intel Xeon 2.8 Ghz
Server2 PowerEdge Memory: 4x 512GB, 400 Mhz Ram | 3M4CQB1 COTS
1800 Hard Drive Capacity: 4x 73 GB
Dell Latitude Processor: Intel Core VPro-E20 2.4 Ghz
Laptopl E6410 Memory: 2x 1GB 1067 Mhz Ram 232F0OM1 COTS
Hard Drive Capcity: 250 GB
Dell Latitude Processor: Intel Duo Core P8600 2.4 G
Laptop2 E6400 Memory: 1x 2GB 800 Mhz Ram 47SXNJ1 COTS
Hard Drive Capacity80 GB
Dell Latitude Processor: Intel Core VPro-E0 2.4 Ghz
Laptop3 £6410 Memory: 2x 1GB1067Mhz Ram 132FOM1 COTS
Hard Drive Capacity250 GB
Processor: Intel Pentium M Dothan
Dell Latitude 1.86Ghz
Laptop4 610 Memory: 1x 512 GB, 533 Mhz Ram HATGMB1 COTS
Hard Drive Capacity: 40 GB
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3.0

3.2

MATERIALS REQUIRED F OR TESTING (CONTINUED)

Equipment (continued)

In order to perform the software wisgand trusted builds, foBersonal Computers have been provided as

build machines. The build machines are described in the table below:

Table 3-5 Unity 5.0.0.0 Voting System Build Machine Description

Version/Model

Serial COTS/Norr
Number COTS

Processor: Intel Duo Core E8400 Wolfd4
Memory: 4x 1GB800 Mhz Ram
Hard Drive Capacity80 GB

6D7DJG1 COTS

Processor: Intel Duo Core E84Wblifdale
Memory: 4x 1GB800 Mhz Ram
Hard Drive Capacity80 GB

6DCKJIG1 COTS

Processor: Intel X5650 2.66/6.4 12MB
Xeon Westmere
Memory: 1x 2GB, 1333 Mhz Ram
Hard Drive Capacity: 160 GB

15TMMN1 COTS

Equipment | Manufacturer

. Dell Optiplex
Build 1 760

. Dell Optiplex
Build 2 760

. Dell Precision
Build 3 T3500

. Dell Precision
Build 4 T3500

Processor: Intel X5650 2.66/6.4 12MB
Xeon Westmere
Memory: 1x 2GB, 1333 Mhz Ram

Hard Drive Capacity: 160 GB

15TNMN1 COTS

To support the test program, ES&S has provided additional supporting hardwaretést tampaignA list
of these items iprovided below:

Table 3-6 Unity 5.0.0.0 Voting System Support Equipment Description

Test Material Make Model Serial Number
COTS Printer OKI B410DN AF89027328A0
COTS Printer Tray OKI Optional 1 004A1000240
COTS Printer OKI C711 AK04009031C0
COTS Printer OKI C9650 AF85027113A0
COTS Printer OKI B3600 502A2138674
COTS DVD writer Samsung SE-S084C/RSBN R0546GLZ806517
COTS DVD writer Samsung SE-S084C/RSBN R0546GKZ106812
COTS DVD writer Samsung SE-S084C/RSBN R0546GLZ806209
COTS DVD writer Lite On eZAU120086 290902402108
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3.0

3.2

The table below provides the serial numbers of the components which coegrisgystem Under Test

(SUT):

Equipment (continued)

MATERIALS REQUIRED FOR TESTING (CONTINUED)

Table 3-7 Unity 5.0.0.0 Voting Sysem Equipment Configurations

SUT ID

AutoMARK

DS200 Box

Plastic Ballot

Peripheral Equipment

Headphones

Sip & Puff

1

AMO0208470644

DS0110340904

Box-5793601

HP-579361

Air Voter /SR579361

2

AM0206443325

DS0110340837

Box-5793602

HP-579362

Air Voter /SR579362

Note: The DS856ubsystem identified below will be used as a part of SUT 1

and SUT?2

Subsystem

DS85()

Cart

Laser Printer

UPS

Dot Matrix Printer

DS850

DS850942000¢4

Cart
5793602

Oki B430dn
AF97052470A0

APC-RS 1500
BB0932033646

Oki 420
AE72011853C0

DS850

DS8509420004

Cart

5793601

Oki B430dn
AF97052472A0

APC-RS 1500
BB0911006709

Oki 420
AE72036784C0

COTS equipment that is used by the Unity 5.0i€I&ted below with its make, model, and serial number:

Table 3-8 Unity 5.0.0.0 COTS Equpment Identification

COTS Equipment Make Model Serial Numbers
Network Switch SMC SMC-EZ6505TX | T133203608ndT143601392
HP-579361, HP-579362, HR-579363,
Headphones Avid Avid FV 60 HP-579364, HR579365, HR-579366,
HP-579367, HR579368 and HP57936-9
UPS APC RS1500 BB091100670%ndBB0932033646
Delkin 512 MB Capacity | Wyle-assigned numbers: THMXX
Transport Media Delkin 4.0 GB Capacity | Wyle-assigned numbergM-XXX
(USB Flash Drives) [ Delkin 8.0 GB Capacity | Wyle-assigned numbers: THMXX
SanDisk 2.0 GB Capacity | Wyle-assigned numbers: TMXX
SanDisk 512 MBCapacity | Wyle-assigned numbers: ©&XX
Compact Flash SanDisk 1.0GB Capacity Wer-assigned numbers: kXX
SanDisk 2.0GB Capacity Wyle-assigned numbers: kXX
Toshiba 1.0GB Capaity Wyle-assigned number€FXXX

Wyle has performedesearch on the transport die ECOs 837, 838, 839, and 851 from iBeta docume

any de minimis changes that have occurred to these transport media.

1L
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3.0

3.3

MATERIALS REQUIRED FOR TESTING (C ONTINUED)

Test Support Materials

This subsection enumerates any and allgepportmateriat needed to perform votirgystem testing.The

scope of testing determines the quantity of a specific material required.

The following test materials arequired to suppotte Unity 5.0.0.0 Systermertification testing.

Table 3-9 Unity 5.0.0.0 SystenTest Support Materials

Test Material Quantity Make Model
9 10 X 11¢
Speed Loading Box 4 Dot Matrix 951027
(2700 Sheets)
COTS Printer 1 EPSONLQ-590 FSQY140868
Security Seals 5000 Intab 800-0038R
20 E. J. Brooks 86022
Security Locks 25 .E. J. Broqks 6024
50 American Casting Corp 0056103
50 A. Rifkin RIFSI
ES&S Pens 10 BIC Grip Roller
Security Sleeves 7 ES&S PSS7-936-XX(1-7)
CF Card Reder 1 SanDisk 0186305
Magnifier 3
Headphone Covers 30
Paddles (yes/no) 3
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3.0 MATERIALS REQUIRED F OR TESTING (CONTINUED)

34 Deliverable Materials

The materials listed below are to be delivered asgiaheUnity 5.0.0.0 Systerto the users.

Table 310 Deliverable Materials

Deliverable Material Version Description
Election Data Manager 8.3.1.0 EMS
Unity Event Logging 1.1.0.0 EMS
ElectionWare 2.1.1.0 EMS
Election Reporting Manager 8.3.1.0 EMS
AutoMARK(i) A100/A200 1.7.1.0 Accessible voting station
DS20di) 2.3.1.0 Precinct ballot scanner
DS85(i) 2.0.0.0 Central ballot scanner
Transport Medig512MB, 2GB, 4GB, and 8GB) USB flash drives
Headphones Avid FV 60 | Stereo headphones
SystemOverview 9.0 TDP Document
System Functionality Description 4.0 TDP Document
ES&S AutoMARK(i) System Operations Procedures 1.7 TDP Document

ES&S DS200(i) System Operations Procedures HW Ve

1.2.3.0, FW Ver. 2.3.1.0 TDP Dociment

ES&S DS850(i) System @pations Procedures 2.0.0.0 TDP Document
ES&S Election Data Manager System Operations 8.3.1.0 TDP Document
Procedures

ES&S ElectionWare System Operations Procedures 2.1.1.0 TDP Document
ES&S Election Reporting Manager System Operations | 8.3.10 TDP Document
Procedures

Voting System Security Specification 3.0 TDP Document
Jurisdiction Security Practices Template 1.0.0.1 TDP Document
Hardening the EMS PC Guide 1.3 TDP Document
ES&S AutoMARK(i) Election Day Checklist 1.7.x TDP Document
ES&S AutoMARK(i) PreElection Day Checklist 1.7.x TDP Document
Voting System Validation Guide 2.0 TDP Document
Voting System HardwarBhysical Security Guide 2.0 TDP Document
ES&S DS850(i) Election Day Checklist 1.0.x TDP Document
ES&S DS850(i) Préclection Day Checlidt 1.0.x TDP Document
Systems Operations ProceduEdection Reporting 83.1.0 TDP Document
Manager

Systems Operations Procedurd&LS 1.1.0.0 TDP Document

4.0 TEST SPECIFICATIONS

Certification testing othe Unity 5.0.0.0 Systerns to the configurtion submitted in the EAC application
ESSUNITY5000 Wyle qualified personnel willensure thatall certification tesing performed on the
manufactured s v ot i ng sWWlastpeaaduresor Itektingand the specific testases to ensure the
requiremets of theEAC 2005VVSG and EAC Testing and Certification Program Manual.

Below is a list of EACRequest for Interpretation&®El) and Notice of Clarifications NOC) that will be
incorporated in the test campaign:

WYLE LABORATORIES, INC.
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4.0

TEST SPECIFICATIONS (CONTINUED)

Interpretations

201008 EAC Decision on Calling Sequence

201007 EAC Decision on Module Length

201006 EAC Decision on DRE Accessibility Requirements and Other Accessible Voting stations
201005 EAC Decision on Testing of Modifications to a Certifiggstem
201004 EAC Decision on Functional Requirements with Respect to Security
201003 EAC Decision on Database Coding Conventions

201002 EAC Decision on Coding Conventions

201001 EAC Decision on Voltage Levels and ESD Test

200906 EAC Decision on Tengyature and Power Variation

200905 EAC Decision on Ioil Requirements

200904 EAC Decision on Audit Log Events

200903 EAC Decision on Battery Bacg for Central Count Systems
200902 EAC Decision on Alternate Languages

200901 EAC Decision on VVPAT Acessibility New

200812 EAC Decision on Ballot Marking Device/Scope of Testing
200810 EAC Decision on Electrical Fast Transient

200809 EAC Decision on Safety Testing

200808 EAC Decision on Automatic Bar Code Readers

200807 EAC Decision on 0' Count ttart Election

200806 EAC Decision on Battery Backup for Central Count
200805 EAC Decision on Durability

200804 EAC Decision on Supported Languages

200803 EAC Decision on OS Configuration

200802 EAC Decision on Battery Backup for Optical Scan VodNuechines
200801 EAC Decision on Temperature and Power Variation
200706 EAC Decision on Recording and Reporting Undervotes
200705 EAC Decision on Testing Focus and Applicability

200704 EAC Decision on Presentation of Alternative Language
200703 EAC Degsion on Summative Usability Testing

200702 EAC Decision on Variable Names

200701 EAC Decision on Accessible Design

WYLE LABORATORIES, INC.
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4.0

4.1

TEST SPECIFICATIONS (CONTINUED)

Notice of Clarifications

NOC 0900571 Development and Submission of Test Plans for ModificattorEAC Certified Systems
NOC 0900471 Development and Submission of Test Reports

NOC 090037 De Minimis Change Determination Requirement

NOC 09002-- Laboratory Independence Requirement

NOC 09001 -- Requirements for Test Lab Development and Subnnigsid@est Plans

NOC 08003-- EAC Conformance Testing Requirements

NOC 08002-- EAC Mark of Certification

NOC 08001 -- Validity of Prior Noncore Hardware Environmental and EMC Testing

NOC 07005-- Voting System Test Laboratory Responsibilities in thenlgement and Oversight of Third
Party Testing

NOC 07004 -- Voting System Manufacturing Facilities

NOC 07003-- State Testing Done in Conjunction with Federal Testing within the EAC Program
NOC 07#002-- VSTL Work with Manufacturers Outside of Voting $§s Certification Engagements
NOC 07001-- Timely Submission of Certification Application

Requirements(Strategy of Evaluation)

To evaluate the system test requirements, each sectionEAG2005VVSG will be analyzed to determine
the applicablgests. The EAC 2005VVSG Volume | Sctions, along with the strategy for evaluation, are
described below:

I Section 2 Functional Requirementsi The requirements in this section will be tested during the
FCA and System I ntegrataoal itreestTeustti | Cas eng fA\hIe
specially desigad for the ES&S Unity 5.0.0.0 SystenThe data input during these tests will be the
predefined election definitions submitted as part of the Test Plan Package.

1 Section 3 Usability and Accessibilityi The requirements in this section will be tested during the
Usability Test utilizing a combination of the
Usability Test Caseso. The data input oduring
submitted as part of the Test Plan Package.

1 Section 4 Hardware Requirementsi The requirements in this section will be tesbsdtrained
Wyle personnel peBection 4.4.2 and Tab&4.

1 Section 5 Software Requirementsi The requirements in this semt will be tested during source
code review, TDP review, and FCAA combination of review and functional testing will be
performed to insure these requirements are met.

1 Section 68 Telecommunicationi A test of the telecommunication technologies utdizey the
ES&S Unity 5.0.0.0 Systemvill be tested for data accuracy and correctness by analyzing the packet
level information beingransmitted Section 6.2.6 will be excluded since tB8&S Unity 5.0.0.0
Systemdoes not support the use of pultkecomnmicationsnetworks
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4.0 TEST SPECIFICATIONS (CONTINUED)

4.1 Requirements (Strategy of Evaluation)continued)

1 Section 7 Security Requirementsi The requirements in this section will be tested during source
code review, FCA, System Integration, and\8#&y Tests. In addition to functional testinghé
source code for th&S&S Unity 5.0.0.0 Systerwill be analyzed utilizing FortifySource Code
Analysis SCA) for security vulnerabilities in addition to the manual line by line review.

9 Section 8 Quality Assurance(QA) Requirementsi The requirements in thisection will be tested
throughout the test campaigma various methodsTDP review will be performed oBES&S QA
documentation to determine complianceBAC 2005 VVSG requirementand the requiremés
stated in theeS&S QA Program documentAll source code will be checked to ensure that proper
QA documentation has been completed. All equipment received for initial testing and follow up
testing will be checked againES5&S documentation to ensureeih QA process is being followed.

Wyle personnel will complete the requirementsE#C 2005 VVSG Vol. 2 Section 7, Quality
Assurance Testing and Section 1.3.1.5, Focus of Vendor Documentation that requires Wyle
personnel to physically examine documenthatustomeds location

i Section 9 Configuration Management (CM) Requirementsi The requirements in this section
will be tested throughout the test campaig@DP review will be performed on th&ES&S
configuration management documentation to deteriBR€ 2005VVSG complianceand to further
determine whetheES&S is following its documented CM reqements within the TDP Any A
anomalies will be formally reported ES&Sand the EAC Wyle personnel will conduct an audit of
the ES&S CM Program at the ES&&:ility at the conclusion of the test campaign.

4.1.1 Mapping of Requirements to Ejuipment Type and Features
Refer to the A2005 EAC Pr ograsAppeRddofithigdecomeentt s Mat r i »
412 Rationale for ONot tApplicabl ebd Requiremen

The ES&SUnity 5.0.0.0 System is a papleased precinct counting system that supports a closed network
(does not support transmission over public networks). Therefore, all EAC 2005 VVSG requirements
intended for DRE with the exceptions below will beleded from this test campaign.

Volume | Section 3 (Usability and Accessibility Requient) per RFI 20106
Volume | Section 6.2.6 @lecommunication Requirements)

Volume | Section 7.5.2Telecommunications and Data Transmission)
Volume | Section 7.§Useof Public Communication Networks)

Volume | Section 7.TWireless Communications)

= A - -—a -a -a
>

Volume | Section 7.9 (Voter VerifiablRaper Audit Trail Requirements)
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4.0

4.1

4.1.2

4.2

TEST SPECIFICATIONS (CONTINUED)
Requirements (Strategy of Evaluation) (continueyl
Rationale for ONot Applicabl ed Requirements (cont

The rationale for not evaluating the Unity 5.0.0.0 System to the requirements contathedindicated
sections of the EAC 2005 VVSiG described below

Table 41 Not Applicable Requirements

EAC 2005 VVSG
Volume | Section

6.2.6, 7.5.2, and 7.5.3

Rationale for ONot Appl

These requirements are written for use on public networks. The ES&S
5.0.0.0 System does not use public networks.

This section was intended for a shhreperating environment on ball
754 recording and vote counting equipnmt. The AutoMARK, DS200 and DS84
are all dedicated operating environments.

Thi s section pertains to AVotin

7.6 tel ecommuni cat i ony®00.0Bystem do && supp
transmission over public networks.

7.7 No wireless technology is present in the ES&S Unity 5.0.0.0 System.

7.9 The ES&S Unity 5.0.0.0 System is a paper based system.

Refer to the fA2005 EAC PaubmgtedaasmAppeadixudiof teisndocumedt Mat r i
specific requirements that are excluded during this test campaign.

Hardware Configuration and Design

The ES&S Unity 5.0.0.0 System is a pafiexsed precinct voting system using touch screen and scan
techndogy to scan and validate ballots, provide vetssisted ballots, and tabulate precinct results. The
ES&S Unity 5.0.0.0 System consists of an election management system (an application suite consisting of
EDM, Event Log Serdge, EletionWare, and ERM);he DS200voting device that scans, validates and
tabulates voteballots; either the AutoMARKmodel A100 or A200 voter assisted terminal to facilitate
special needs voterand the DS85Migh-speed optical scanner to process large ballot batches atral cent
location.

The ES&S Unity 5.0.0.0 System is comprised of three prapyigtieces of hardware, DS200, DS850 and

the AutoMARK. All EMS functions are handled by proprietary software run on COTS PC/Laptops and
Servers. Wyle has determined that the€@'S PC/Laptops and Servers are not subject to the hardware test
requirements per the EAC 2005 VWSGer ®B500M7e ci si on on TestindgheFocus
provided PC/ Laptops documented in Sectio®m, 3fWMad,er
and AFCCO | abeling

DS2007 The DS200will be set on a metal ballot box with a ballot diverter to simulate real election
configuration. The metal ballobox with a diverterwas choserfior all electrical testing. The metal and thT
I

internal eletronics are more susceptible to electrical failur@ring operational tests the unit wide in
auto feedmode( fi S45 & € raprddsgan test ballots for the duration of operational test. Each unit wil
loaded withthe Operational Status Cheelecton definition configured for early voting. This will allow all
data generated for the PFoperational, Operational, and Paogterational test to be further analyzed,
compiled and included in the Reliability, Availability, and Accuracy Test results. Bi@abpnal data will be
collected during nowperational tests

A
be
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